
Request for proposal VAPT Penetration Testing Service

Indian Cyber Security Solutions

Indian Cyber Security Solutions 
Kolkata (Head Office & Corporate Center), 
DN-36,Primarc Tower,Unit no-1103 11th
floor,College More, Salt Lake,Sec-5,Kolkata-
700091

Indian Cyber Security Solutions 
Bangalore Office, 
Chirush Mansion, 3478J HAL 2nd stage, 13th
A Main Road, Indiranagar Land Mark:,
behind New Horizon School, Bengaluru,
Karnataka 560008

1800-123-500014 (Toll - Free) | +91 - 33 - 4602 - 7398
+91 - 9831 318 312

1800-123-500014 (Toll - Free) |
+91 - 6289 183 381

(A unit of Green Fellow IT Security Solutions Pvt Ltd)



Why Choose Indian Cyber Security Solutions(ICSS) ?

Indian Cyber Security Solutions ISO 27001: 2013 certified. ISO 27001 is a specification
for an information security management system

Indian Cyber Security Solutions ISO 9001 certified. ISO 9001:2015 sets out the criteria for a quality
management system.

Member of



Company Achievements / Awards

Mr. Abhishek Mitra, Founder & CEO of ICSS
featured in Cover of Silicon India Magazine in

November 2022

Indian Cyber Security Solutions (ICSS) has been
recognized among the 10 Most promising Cyber

Security Solution providers in India, in 2022
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Company Achievements / Awards

Mr. Abhishek Mitra, CEO and Founder of Indian Cyber Security Solutions has been featured
in the Innovative zone magazine



Company Achievements / Awards

https://businessconnectindia.in/indian-cyber-security/


Company Achievements / Awards

CIO India, Published on 7th Junly, 2021 The Knowledge Review, Published on July 2021. 

ICSS AWARDED THE 2ND POSITION AMONG THE

"10 MOST PROMISING CYBER SECURITY
TRAINING INSTITUTE IN 2020"

BY SILICON INDIA

https://education.siliconindia.com/ranking/cybersecurity-training-institutes-2020-rid-1131.html


Manual testing and automated testing using tools

Both the process have some drawbacks so Indian cyber security solutions team uses and follows automation testing to find out vulnerabilities using
tools and uses various manual methods to exploit those vulnerabilities.

By following both the process of manual testing and automation we try to provide Zero false positive report

Indian cyber security solutions differentiate itself from rest of the cybersecurity Consulting firms by using both tool based automated testing backed by
experienced manual based testing to maximize the ability to find out vulnerabilities and help the client to secure the critical infrastructure

Indian Cyber Security Solutions (ICSS) is an ISO 27001 : 2013 & ISO 9001 Certified Company that started its operations
back in 2013. We have a team of Certified Ethical Hackers, Penetration Testers, ISO 27001 LA, CISSP, ITIL professionals
along with us. In this short span of time we have achieved several appreciations & contracts from various government,
non-government as well as from the other corporate sectors.

VAPT process can be done through two ways.

Our promoters are -

ISO 27001 lead auditor

Certified Ethical Hackers With 8 years of VAPT experience Pen-tester

ITIl professional

OSCP, CISSP & CISA Certified Professionals



Note : After the phase III if any additional vulnerabilities found during testing we will continue
and move to Phase II and follow the audit circle with no extra cost involved.

ICSS has to undertake VAPT/Security testing in phased manner as described
below:

Phase I:
Conduct VAPT/Security testing for your  Network Infrastructure as per the scope of work as mentioned below.

Phase II:
Based on our findings, a detailed report will be submitted to you for implementing the
measures that we suggested.

Phase III:
Once the fixes are implemented by your IT personnel, we will initiate another Audit on the
above scope and check if all the vulnerabilities that we reported have been properly
implemented and are completely secured. If everything is in place, we will certify the audit
work as completed.

Testing Phases followed by ICSS Security Analysts



Scope of Work for Vulnerability Assessment  & Penetration Testing 

Summary and Contact Information

There are three key elements that differentiate our team from our competitors:

Our Team - The resumes and references presented will confirm that we have assembled a team with unequalled credentials and breadth of skills

Our Methodology. We have refined our methods over hundreds of assessments, including many of similar size and scope. We rely on a proven set of
proprietary, granular tools rather than a general commercial scanning tool.

No Hidden Agenda - We are strictly interested in providing our customers with the best, unbiased, information security consulting available. 

             SOWService  VAPT

Not DefinedWeb App Penetration Testing



Work for this assessment will be conducted as described in the previous methodology description.
After the initial kickoff meeting, our technical team lead will initiate the network security
assessment.

The assessment will include detailed discussion with the network architect & developers of the
application about the network and will guide the company representative to formulate the policies
& necessary documents.   

Infrastructure architecture of the client, looking into the policies, security groups, running various
tools to find vulnerabilities backed by manual based testing methodology used by our pentesters.

After the completion of the assessment, the team will work on the analysis and report preparation.

Work Plan

Schedule

A sample itinerary of tentative Project Activities and the duration of each follows:

 Penetration Testing (1st round)

Project Activity Estimated Duration

First Phase Report Generation & Review Meeting with Developers 2 Day

Final Phase of Testing & Report Generation 1 Day

 Penetration Testing (Final round) 3 Days

4 Days

1Hour



TECHNICAL PROPOSAL

Indian Cyber Security Solutions and the members of our team are pleased to make this proposal to Planet Technologies
should any questions arise regarding this proposal, please feel free to contact:

Project Approach/ Methodology

After years of working experience our consultants have found efficient approach to test the securities of network and web infrastructure. The results of such an
assessment will not only allow the customer to quickly locate and correct any existing vulnerabilities, but will also help in identifying shortcomings in security
policy or areas where policy has not been correctly enforced.

Abhishek Mitra
Managing Director & CEO

+91-9831318312
abhishek@indiancybersecuritysolutions.com

SUBHASIS BISWAS
Business Accounts Sr. Manager

+91 6289183381
subhasis@indiancybersecuritysolutions.com

Shilpi Dutta
Chief of Staff

+91-8972107846
shilpi@indiancybersecuritysolutions.com

CONTACT PERSON:



Indian Cyber Security Solutions Requirements from the Client
NDA (Non-Disclosure Agreement) duly signed by both the parties & Purchase Order or Work
Order for the Activity
Url  of the application to be tested 

Based on our previous experience, we believe that we can perform the proposed activities in ___  Man Days. 

Price Proposal

VAPT  (WAPT ) 

NOTE:   
Payment Terms - 50% of the project amount to be paid in advance after the NDA & SOW is finalized. The remaining 50% to be paid
before the final report submission and before the certificate is being issued. 

Once the 1st round report is submitted by ICSS to the client then the mitigation process should be completed within 15- 30 days from the
date of 1st round report submission. Unless it will be a conflict during the ISO 270001 compliance audit.

Once the final patch report is ready to be delivered to be client before that the client should release the balance payment within 7 days.

GST Number - 19AAGCG9908A1ZK

Company Name - Green Fellow IT Security Solutions Pvt Ltd 

Bank Account Details:
A/c Number: 50200038811967
Bank Name: HDFC Bank Ltd
IFSC Code: HDFC0002697
MICR code - 700240082
Swift Code: HDFCINBBCAL
Branch Address: BF-13, Salt Lake City, Kolkata:700064  

Not Defined



Please find some of our recent client references mentioned below for your perusal:

1. Company: Interfacing
Website: https://www.interfacing.com
Contact Person: Jay Punjabi
Phone: +1 3852728378
Email: Jay.Punjabi@interfacing.com

2. Company: Neeyamo
Website: https://www.neeyamo.com/
Contact Person: Mr Dhananjay Naldurgkar
Contact Number: 020 67934086
Email: dhananjay.naldurgkar@neeyamo.com

4. Company: Edkal Technologies
Website: https://www.edkal.com
Contact Person: Mr Srikanth Telagamalla
Phone: 080-40381888 / 7026101666
Email: srikanth.t@edkal.com

5. Company: C-Quel
Website: www.cquel.com
Contact Person: Nandini Sarkar (Director)
Phone: 9830028234
Email : nandini@cquel.com

6. Company: MOL Mitsui OSK Lines
Website: https://molgroup.info/
Contact Person: Prabir Sen
Phone: +91 7980417194
Email: prabir.sen@molgroup.com

7. Company: Madhya Pradesh Gramin Bank
Website: https://www.mpgb.co.in/
Contact Person: Prashant Kamat
Phone: +91 91093 04062
Email: njgbhoindore@yahoo.com

10. Cambridge Technology Enterprises Limited 
Website: https://www.ctepl.com/
Contact Person: Srujan Vundavalli
Phone: +91 92463 63644
Email: vvundavalli@ctepl.com

9. Company: HDFC Life Insurance Private Limited 
Website: https://www.hdfclife.com/
Contact Person: Keshav Munjal
Phone: +91 99904 98605
Email: keshavmunjal@mcsam.in

3. Company: Simplotel
Website: https://simplotel.com/
Contact Person: Ankur Srivastava 
Contact Number: +91 99728 13825
Email: ankur@simplotel.com

8. Company: Verventus Healthtech Pvt. Ltd
Website: https://www.medblaze.com/
Contact Person: Mr Rakesh Nukapeyyi
Contact Number: +91 83099 63771
Email: rakesh@medblaze.com
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Our Clients



Our Clients

To know more about our clients, visit us at
www.indiancybersecuritysolutions.com/clients-portfolio/

https://indiancybersecuritysolutions.com/clients-portfolio/

