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2 Company Accreditations

O

AL

Indian Cyber Security Solutions, A unit of Green Fellow IT
Security Solutions Pvt Ltd, Member of NASSCOM, DSCI, ICC and
ATC of EC- Council. Indian Cyber Security Solutions is an
organization which caters to the need of technology- based risk
management & cyber security solution across the globe. ICSS was
established in 2013 & by this time it has gathered a good deal of
momentum and has reached a distinguished position out of the leading
firms in this domain in the country.

Indian Cyber Security Solutions as a unit of Green Fellow IT Security
Solutions Pvt Ltd aims to provide cyber security solutions to private
and government organizations across the globe. With around 200+
clients across the globe ICSS aims at providing Vulnerability
Assessment & Penetration Testing services making cyber security
convenient for every organization.

»0 Hll 20> 4 [of

SITYT ST 5




CLIENT-CONFIDENTIAL

3 Management Details

This area contains management and high-level issue summaries.
Detailed technical information can be found within Technical Details

section of this report.

3.1 Risk Summary

Below are the issue ratings and scores used throughout the report. For
a detailed explanation of how these risks are calculated, please refer to
the Appendices section within this report.

25

Vulnerability was discovered that has been
rated as critical and requires resolution as
quickly as possible.

12 -
16

7.0-8.9

Vulnerability was discovered that has been
rated as important and requires resolution in
the short term.

Medium

40-6.9

Vulnerability was discovered that has been
rated as medium criticality and should be
resolved as part of the ongoing security
maintenance of the system.

Low

20-39

Vulnerability was discovered that has been
rated as low criticality and should be
addressed as part of routine maintenance
tasks.

1.0-19

Vulnerability was discovered that has been
rated as very low criticality and
should be addressed to meet with industry
standard benchmarks.

A finding was discovered that has been rated
as informational and normally does not
present a risk, but is included for information
only.
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3.2 Executive Summary

Indian Cyber Security Solutions were engaged by JIliGENAGFIE to
Perform Vulnerability Assessment Penetration Testing. Testing
was undertaken between 16" & 27" August 2022.

The primary goal of this Vulnerability Assessment Penetration
testing project was to identify any potential areas of concern
associated with the application in its current state and determine the
extent to which the system may be breached by an attacker. Using
of different Network Scanning tools and using payloads, our
Penetration Testers were using all the Black Hat techniques to
penetrate into the network and web-based devices. All testing
activities were performed on the Ips provided in the scope by [EIfG8
. While performing the testing activities, Indian Cyber

Security Solutions emulated an external attacker without prior
knowledge of the environment.
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Indian Cyber Security Solutions recommends [EiRGENIVGFIE to
remediate all issues detected to mitigate against the possible risk of a
sensitive data compromise.

The report summarizes what Indian Cyber Security Solutions believes
are the most important issues to address in the network. The chart below
outlines a number of issues identified that are grouped by risk factors.
Note the risk ratings were given to help assist in prioritizing remediation
efforts. True risk can be calculated by an in- depth understanding of
business process and data, as well as the likelihood of exploitation.

Vulnerability chart
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4 Introduction

Indian Cyber Security Solutions were engaged by*to
perform Vulnerability Assessment Penetration Testing. Testing was
undertaken between 16th & 27th August 2022.

4.1 Approach

All testing was carried out using Indian Cyber Security Solutions
standard testing methodology.

4.2 Scope

The scope of the engagement was as follows:

- Public IP

- ivaic 1P
I -rivate P
I Frivate IP

-

AW
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5 Finding Summary

The following sections of the report contain technical information
regarding the assessment that was conducted.

The findings table below contain a high-level summary of all issues,
risk ratings and the status of the finding for each phase of the testing
conducted.

5.1 Results of Network Penetration Test

All testing was carried out using Indian Cyber Security Solutions
standard testing methodology.

Medium | CVSS-50 | SMTP Server Non-standard Port Detection A No Action Req

Medium  CVSS-5.0 Remote Desktop Connection | No Action Req
Medium | CVSS-50 mDNS Detection (Remote Network) | No Action Req
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6 Results of Vulnerability Assessment

Penetration Test

This section provides the detailed findings of the Network Penetration test
that was performed between 16th & 27th August 2022

6.1 Vulnerability Name — SMTP Server Non-standard port Detection

Overall Risk Rating Medium CVSS Score 5.0
Issue Cause Network Status No Action Req
Description:

This SMTP server is running on a non-standard port. This might be a backdoor set up by attackers to send spam
or even control of a targeted machine.

Impact:
If this is a backdoor then attacker can execute arbitrary command at any time.

Affected 1P: [ N

Proof of Concept:

Justification:

No action is required for this vulnerability for the time being as some ports can
be left open for developmental purposes. Closing the port will hamper the
development activity in the infrastructure. Since the exploitation of this medium
level vulnerability requires specialized access, user interaction, or circumstances
that are beyond the attacker’s control so it can be taken care of later on.
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6.2 Vulnerability Name — Remote Desktop Connection

Vulnerability:
Overall Risk Rating Medium CVSS Score 5.0
Issue Cause Network Status No Action Req

Description:
Hacker can establish Remote Desktop Connection in your network.

Impact:

Hacker can try to bypass authentication, if he succeeds in bypassing then your whole

system will be compromised.

Affected IP: | GG

Proof of Concept:

RDP Connection -
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Scan Result -
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Justification:

No action is required for this vulnerability for the time being as RDP is necessary for
service and development activity can be left open for developmental purposes. Closing
the port will hamper the development activity in the infrastructure. Since the
exploitation of this medium level vulnerability requires specialized access, user
interaction, or circumstances that are beyond the attacker’s control so it can be taken

care of later on.
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6.3 Vulnerability Name — mDNS Detection (Remote Network)

Vulnerability:

Overall Risk Rating Medium CVSS Score 5.0

Issue Cause Network Status No Action Req
Description:

The remote service understands the Bonjour (also known as Zero Conf or mDNS)
protocol, which allows anyone

to uncover information from the remote host such as its operating system type and exact
version, its hostname, and the list of services it is running.

Impact: Information disclosure.

Affected 1P: [ NN

Proof of Concept:

Scan Result -
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Justification:

No action is required for this vulnerability for the time being as filtering traffic is
not mandatory.

Since the exploitation of this medium level vulnerability requires specialized
access, user interaction, or circumstances that are beyond the attacker’s control so
it can be taken care of later on.
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Appendix A — Risk Ratings

To calculate the risk level of findings, a calculation is made by the

Impact/seriousness and likelihood of exploitation of the risk.
The overall risk rating is made up from the two values multiplied.

Overall Risk Rating = Impact X Likelihood

Overal Risk Rating

The explanation of the impact and likelihood can be found in the table below:

Impact (Seriousness) Likelihood (Exploitability)

Remotely gaining administrative access. Trivial to exploit by unskilled person.

Require exploit code or tool which was in the
public domain, or easy to exploit with some
knowledge

Require some exploit code development or
effort to exploit. or require specific
knowledge/skill.

Remote privilege escalation or
unauthorised read/write access

Local privilege escalation or unauthorised
read-only access to data

Sensitive information disclosure. Minor

R configuration s Attack may require specific access.

Theoretical vulnerability where there is no known
exploit code and/or would require a lot of
resources to exploit

Minor non-sensitive information
disclosure




18

CLIENT-CONFIDENTIAL

Appendix B — Issue Status

Each finding has an assigned issue status that shows if this is a new issue,

resolved issue or a retested issue that is unresolved.

Issue Status Explanation

x Open

This is a new issue that has been identified during the assessment and is
open and needs to be investigated by the client.

\/ Resolved

A previously identified issue that has been addressed by the client and
retested by Indian Cyber Security Solutions and found to be fully fixed.

;}{ Unresolved

A previously identified issue that has been addressed by the client and
retested by Indian Cyber Security Solutions and found yet to be resolved.
This could be either the client has not attempted to fix, or the fixes applied
have not resolved the issue.

Partially
Resolved

A previously identified issue that has been addressed by the client and
retested by Indian Cyber Security Solutions and found yet to be fully
resolved. This could be not all recommendations or hosts have been fully
addressed, but attempts have been made to fix the issue.
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Appendix C — Tool set Used

The following lists a selection of the tools used against the targets within

scope of the security assessment.

Nmap Open-Source Port Scanning tool 16t - 27" Aug 2022
https://nmap.org/
Nessus Commercial automated vulnerability 16™ - 27t Aug 2022
Vulnerability | Scanning tool
Scanner https://www.tenable.com/products/nessus
th _ 97th
R desktop Rdesktop is an open-source client for 167 - 277 Aug 2022
Windows
https://www.kali.org/tools/rdesktop/
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