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Indian Cyber Security Solutions

in association with

Indian Institute of Cyber Security

Commence a transformative voyage as an Offensive Security
Certified Professional (OSCP) with Indian Cyber Security Solutions.
Engage in a hands-on program at the Indian Institute of Cyber
Security, acquiring advanced penetration testing skills under
seasoned professionals. Attain the prestigious OSCP certification,
propelling your career in offensive security. Secure a successful

future in ethical hacking and penetration testing!
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= Aboutthe
Program

Unveil the realm of cybersecurity proficiency through our Offensive Security Certified
Professional (OSCP) training. Integrating theoretical foundations with hands-on application,
this comprehensive program explores core offensive security principles in Level One, paving the
way for participants to navigate advanced techniques and real-world challenges in Level Two.
Guided by industry experts from Indian Cyber Security Solutions and the Indian Institute of
Cyber Security, our program empowers individuals with crucial knowledge and skills for a
flourishing career in the dynamic field of offensive security. Elevate your cybersecurity expertise

and embrace the opportunities of the digital age with OSCP.
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Certification

After the completion of the course, candidates will get a joint certificate
from Indian Cyber Security Solutions and Indian Institute of Cyber Security
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INDIAN INSTITUTE OF CYBER SECURITY

In association with Indian Cyber Security Solutions

AN ISO 27001 & 9001:2015 Certified Company
Certificate Number: ICSXXXXXXXXXXXX
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Course Fee

Class Room Training Online LIVE Training

Course Fee: INR 32,000/~ Course Fee: INR 32,000/~
(One-time payment) (One-time payment)
Course Duration: 40 Hours Course Duration: 40 Hours
3 Months Training 3 Months Training
2 Classes Per Week X 2 Hours Each Day 2 Classes Per Week X 2 Hours Each Day
Batch Timing Batch Timing
Week End Classes | Week Days Classes Week End Classes | Week Days Classes
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University Training Partner’s

ADAMAS

UNIVERSITY

KOLKATA
PURSUE EXCELLENCE

Adamas University

GNIIT Lovely Professional
University
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Bangalore Institute Bengal Institute of Anna University
of Technology Technology and Managem

/ \
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UNNERSITY OF ENGINEERING & MANAGEMENT
Good Education, Good Jobs
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OSCP Course Module

Penetration Testing with Introduction to Effective Learning
Kali Linux: General Cybersecurity Strategies
Course Information

Introduction to Web
Applications

MODULE - 07 MODULE - 08 MODULE - 09

Common Web
Application Attacks

Vulnerability Scanning s Information Gathering

— SQL Injection Attacks — Client-Side Attacks

Fixing Exploits — Password Attacks — Antivirus Evasion

MMM

Windows Privilege Linux Privilege

Locating Public Exploits — . .
ing Public Explol Escalation Escalation

The Metasploit ===  Tunneling ThroughDeep ===== Port Redirection and SSH
Framework Packet Inspection Tunneling

S L Lateral Movement in

Introduction and — — Assembling the Pieces
Enumeration

Active Directory
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Lifetime
Access to
Hackers Lab

No Cost EMI 100%
&_ Placement
Educational

Loan Support

Certification
& Live
Projects

f) 3 Months

Training

Online
Training

Classroom
Training
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Why Choose

OSCP Training atICSS

Experienced and Renowned Instructors

ICSS is home to a group of knowledgeable and well-respected

lecturers that bring their real-world expertise and insider

understanding of the business to the classroom.

Practical and hands-on Training

Our program understands the value of flexibility and convenience,

offering both online and in-person options. We prioritize

accommodating your busy lifestyle.

The program is affordable and flexible

Our program understands the value of flexibility and convenience,

offering both online and in-person options. We prioritize

accommodating your busy lifestyle.

Global Recognition & Networking Opportunities

Our program understands the value of flexibility and convenience,

offering both online and in-person options. We prioritize

accommodating your busy lifestyle.
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Eligibility Critaria

(] L]
Technical Non-Technical
Individuals with a Technical foundation Students from non-technical
can expand their expertise by enrolling in disciplines can also pursue OSCP
OSCP course. course.
» Science graduates (B.Tech in CSE/IT/EC e Arts, commerce, or non-science
or BCA) eligible. graduates can join.
» Begin with Certified Python Programmer » Start with Certified Network
course. Professional (OSCP course module).
» Follow with Ethical Hacking course and o Conclude with Certified Network
Certified Web Application Penetration Penetration Tester course.

testing.
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& Job Opportunities

l 1‘{}.% « 11 ;.J!' i

S : . Securit
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1 Penetration ' .
Tester Provide expert guidance
| on security strategies,
Conduct in-depth assess security
penetration tests to postures, and offer
identify and exploit recommendations for
vulnerabilities in L improvement.
systems, networks,

L and applications.

0SCP

Training
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Red Team Security
Member 5 Analyst

Simulate real-world
cyber attacks to assess
an organization's
defensive copabilities
and identify
L weaknesses.

Monitor and analyze
security alerts,
investigate suspicious
activities, and
implement measures to
protect against threats.
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Incident
Responder

Investigate security
incidents, analyze
attock vectors, and
develop incident
response plans to

L mitigate rigks.

]

Y

L
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6 CEthicd

Hacker

Ethically exploit
security vulnerabilities
to identify weaknesses

in systems and

networks and
recommend security
enhancements.
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Trainers Profile

e Our OSCP instructors adopt a hands-on practical approach, ensuring
participants gain real-world skills in offensive security.

e Participants engage in real-world penetration testing projects, providing
practical experience and a deep understanding of offensive security
techniques.

e OSCP trainers bring decades of combined industry experience in offensive
security, ensuring participants learn from seasoned professionals.

e Trainers actively practice offensive security, staying updated with the
latest trends, tools, and techniques in the field.

e The OSCP training features a tailored curriculum designed to meet the
current demands of the cybersecurity industry, providing participants with
relevant and up-to-date knowledge.

e Emphasis is placed on skill mastery, with regular assessments, labs, and
challenges designed to enhance participants’ offensive security
capabilities.

e Beyond technical skills, trainers offer career guidance and share practical
insights into the industry, assisting participants in building a successful

career in offensive security.
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Student Achievements

Rabsun Sarkar one of our students has found
zero-day vulnerabilities in Google and in the

HSD Responsible Disclosure: Rabsun Sarkar Reported Secu rlty Talent Website and also re pO rted the
a Vulnerability in the Security Talent Website
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CEXPLOIT Aniket Dinda is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:

MDATABASE

IP-Link TL-WR840N - Danial of Service

EDDAD: cVE: Author. Type: Platform Date

08 Varifed: Bl s 1§ https://www.exploit-db.com/exploits /45064
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S EXPLOIT M Nainsi Gupta is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:

TOATABASE

Monstra-Dev 3.0.4 - Cross-Site Request Forgery (Account Hijacking)
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Media Coverages

BREAKING NEWS
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Our Recent
Placements
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Our Hiring Partners
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Other Collaborators

Parul University: Indian Cyber Security Solutions (ICSS) is
delighted to join forces with Parul University in April 2022,
marking the start of a five-year strategic collaboration
focused on pushing the boundaries of cybersecurity
education and research. ICSS will be investing its expertise
and resources into this venture, equipping students with
unrivaled skills for success in their field - ultimately igniting
positive change across the industry through our steadfast
commitment. We are brimming with anticipation over what
incredible results will come from this partnership!
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MAKAUT (ISKFGI College): With the ever-growing demand for

skilled cybersecurity professionals. ICSS has teamed up with
SKFGI College in a long-term partnership to establish an
industry-leading program. For 10 years we will use our
wealth of expertise and resources to ensure that students
receive cutting-edge knowledge and skills from this
collaboration- creating future leaders who can tackle any
cybersecurity challenge. Our ambition is clear-develop
tomorrow's talent today by empowering young minds into
becoming successful digital citizens!

Lovely Professional

University:

MAULANA ABUL KALAM ATAD
UNIVERSITY OF TECHNOLOGY,
WEST
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SUPREME KNOWLEDGE FOUNDATION
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Indian Cyber Security

-OVELY Solutions has collaborated with LPU to organize cyber
security workshops, Hackathons and Bootcamps. The

IPIROFESSIONAL / o camp
students at LPU put their skills to the test, making for a truly

-N IVERSITY inspiring event. LPU and ICSS have decided to organize more

such events as these events help them to sharpen the skills.




INDIAN CYBER SECURITY SOLUTIONS &
Aunitof GREEN FELLOW IT SECURITY SOLUTIONS PVT LTD
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Seminar & Workshop

CYMBER.L AB
Kolkatg Polic

Kolkata Police (Cyber Crime Department)

Lovely Professional University Guru Nanak Institute of Technology- Jis Group




ontact Us

Our Toll Free number

1800-123-500014

Registered Office
Kolkata, India

DN-36, Primarc Tower, Unit
no-1103, College More, Salt
Lake, Sec-5, Kolkata-700091
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Corporate Office
Bangalore, India

Nomads Horizon, Building No.

2287, 14th A Main Road, HAL
2nd Stage, Indiranagar,
Bangalore - 560008, Land
Mark: Beside New Horizon
School

Corporate Office
Hyderabad, India

Awfis Oyster Complex, 3rd
Floor, Oyster Complex,
Greenlands Road Somajiguda,
Begumpet, Hyderabad,
Telangana 500016

www.indiancybersecuritysolutions.com

@ info@indiancybersecuritysolutions.com




