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Indian Cyber Security Solutions

in association with

Indian Institute of Cyber Security

Forge your path as a Certified Network Penetration Tester (CINPT).
Master critical skills, from risk management to advanced web
application security testing, in this prestigious program by Indian
Cyber Security Solutions and the Indian Institute of Cyber Security.
Elevate your expertise, earn the industry-recognized NPT credential,

and command higher salaries. Secure your future in cybersecurity

today!
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- Network Pentesting

Misconfiguration Detection Network Port Scanning

Unlock the door to network security excellence with our Certified Network Penetration Tester
(CINPT) program. Seamlessly blending theory and hands-on practice, this comprehensive
training covers foundational network security principles in Level One, paving the way for
participants to advance to cutting-edge techniques and real-world applications in Level Two.
Taught by industry experts from Indian Cyber Security Solutions and the Indian Institute of
Cyber Security, our program empowers individuals with the knowledge and skills essential for a
successful career in the dynamic field of network security. Elevate your network security

proficiency and seize the opportunities of the digital age with NPT.
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Certification

After the completion of the course, candidates will get a joint certificate
from Indian Cyber Security Solutions and Indian Institute of Cyber Security

INDIAN INSTITUTE OF CYBER SEGURITY

In association with Indian Cyber Security Solutions

AN ISO 27001 & 9001:2015 Certified Company
Certificate Number: 1ICS3630XXX2024

— CERTIFICATE QF GOMPEETION —
CINPT - Certified Network Penetration Testing
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SHILPI DUTTA
CHIEF OF STAFF

ABHISHEK MITRA
CEO & MD

Course Fee

Class Room Training

Online LIVE Training

Course Fee: INR 14,000/-
(One-time payment)
Course Duration: 3 Months
2 Classes Per Week X 2 Hours Each Day
Batch Timing
Week End Classes | Week Days Classes

Course Fee: INR 14,000/-
(One-time payment)
Course Duration: 3 Months
2 Classes Per Week X 2 Hours Each Day
Batch Timing
Week End Classes | Week Days Classes
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University Training Partner’s

ADAMAS

UNIVERSITY

KOLKATA
PURSUE EXCELLENCE

Adamas University

GNIIT Lovely Professional
University
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Bangalore Institute Bengal Institute of Anna University
of Technology Technology and Managem

/ \
(UEM}

UNNERSITY OF ENGINEERING & MANAGEMENT
Good Education, Good Jobs
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NPT Course Module

Introduction to Kali Linux Network Penetration — Information Gathering
Testing Overview

Windows Exploitation — Password Attacks === Vulnerability Scanning

Linux Exploitation — Lateral Movement . Active Directory
Introduction and Attacks

Report Writing for Penetration Testing and
Penetration Testers CTF Exercises
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Why Choose

NPT Training at ICSS

Industry-Leading Expertise

4 Learn from seasoned professionals with extensive experience in

\
l Q network penetration testing, ensuring that you receive cutting-edge

insights and industry-relevant skills.

Practical Approach
Our NPT training emphasizes hands-on learning, enabling you to l£
\
apply theoretical concepts in real-world network security | Q
scenarios, enhancing your expertise and practical skills.

Comprehensive Curriculum

,

£ The training program covers a diverse range of topics, from

\
l Q fundamental network security concepts to advanced penetration

testing techniques, ensuring you gain a thorough understanding

of network vulnerabilities and defense strategies.

Career Advancement
By completing our NPT training and earning your certification, you'll l{
boost your credentials and stand out in the competitive I Q
cybersecurity industry, unlocking new career opportunities.
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Eligibility Critaria

[ ] [ ]
Technical Non-Technical
Individuals with a Technical foundation Students from non-technical
can expand their expertise by enrolling in disciplines can also pursue NPT
NPT course course
» Good Understanding about Kali Linux » Basic understanding of computer

systems and networking

o Basic understanding of cybersecurity
principles » Strong interest in cybersecurity and
willingness to learn

e No prior programming or technical
experience required, but beneficial
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& Job Opportunities

ll\fllli]!.{f

& - & -
l.‘f..m,u 2 Ethical Hacker BT RIS
o I Network
etworl .

1 Penetration Tester Perform authorized Secur'h\" Analgs*
1 hacking to test
Monitor, assess, and
Conduct simulated network defenses C ’ g
att::ksucjn n:jcwor'ks to and report potential (mpr LG
identify vulnerabilities weaknesses. ek
dY p protect sensitive
an rTc:mmen information.
solutions.

NPT

Training

&

R;f, ] < | . ]I\flli]!if
1f3a3ladd l:?n:il:ii’ Vulnerabilit
Incident ) 6 Assessmen?
Response Analyst Cybersecurity - Specialist
Consultant .
Perform vulnerability
Investigate anc.i Provide expert advice scans and manual
respond to security to organizations on testing to identify,
breo..ches, ofte.n improving their evaluate, and report
leveraging NPT insights network security network vulnerabilities.
to identify exploited posture through
vulnerabilities. vulnerability
L assessments and
penetration testing.




INDIAN CYBER SECURITY SOLUTIONS
Aunitof GREEN FELLOW IT SECURITY SOLUTIONS PVT LTD

Trainers Profile

e Comprehensive Teaching: Our NPT instructors employ thorough
methodologies for effective learning, ensuring every concept is
understood and applied in real-world scenarios.

¢ Real-World Exposure: Gain practical skills in web application penetration
testing through hands-on projects, simulating actual industry scenarios
and challenges.

¢ Extensive Industry Experience: With over 12 years in Cybersecurity, our
trainers bring invaluable expertise and insider insights, enriching the
learning experience.

e Cybersecurity Insights: Benefit from trainers actively engaged in the field,
providing valuable professional perspectives, and the latest trends to stay
ahead.

¢ Aligned with Industry Demands: Corporate NPT training ensures
relevance to current industry standards, meeting evolving cybersecurity
needs efficiently.

¢ Focus on Skill Development: Receive personalized attention and regular
assessments for enhanced learning, fostering continuous improvement
and mastery.

¢ Professional Development: Beyond technical knowledge, trainers guide in
resume building and interpersonal skills, preparing for holistic success

and career advancement.
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Student Achievements

Rabsun Sarkar one of our students has found
zero-day vulnerabilities in Google and in the

HSD Responsible Disclosure: Rabsun Sarkar Reported Secu rlty Talent Website and also re pO rted the
a Vulnerability in the Security Talent Website
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CEXPLOIT Aniket Dinda is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:

MDATABASE

IP-Link TL-WR840N - Danial of Service

EDDAD: cVE: Author. Type: Platform Date

08 Varifed: Bl s 1§ https://www.exploit-db.com/exploits /45064
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S EXPLOIT M Nainsi Gupta is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:
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Monstra-Dev 3.0.4 - Cross-Site Request Forgery (Account Hijacking)
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Media Coverages

BREAKING NEWS
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Our Recent
Placements
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Our Hiring Partners
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Other Collaborators

Parul University: Indian Cyber Security Solutions (ICSS) is
delighted to join forces with Parul University in April 2022,
marking the start of a five-year strategic collaboration
focused on pushing the boundaries of cybersecurity
education and research. ICSS will be investing its expertise
and resources into this venture, equipping students with
unrivaled skills for success in their field - ultimately igniting
positive change across the industry through our steadfast
commitment. We are brimming with anticipation over what
incredible results will come from this partnership!
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MAKAUT (ISKFGI College): With the ever-growing demand for

skilled cybersecurity professionals. ICSS has teamed up with
SKFGI College in a long-term partnership to establish an
industry-leading program. For 10 years we will use our
wealth of expertise and resources to ensure that students
receive cutting-edge knowledge and skills from this
collaboration- creating future leaders who can tackle any
cybersecurity challenge. Our ambition is clear-develop
tomorrow's talent today by empowering young minds into
becoming successful digital citizens!

Lovely Professional

University:

MAULANA ABUL KALAM ATAD
UNIVERSITY OF TECHNOLOGY,
WEST
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Indian Cyber Security

-OVELY Solutions has collaborated with LPU to organize cyber
security workshops, Hackathons and Bootcamps. The

IPIROFESSIONAL / o camp
students at LPU put their skills to the test, making for a truly

-N IVERSITY inspiring event. LPU and ICSS have decided to organize more

such events as these events help them to sharpen the skills.
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Seminar & Workshop

CYMBER.L AB
Kolkatg Polic

Kolkata Police (Cyber Crime Department)

Lovely Professional University Guru Nanak Institute of Technology- Jis Group




ontact Us

Our Toll Free number

9831318312
8972107846

Registered Office
Kolkata, India

DN-36, Primarc Tower, Unit
no-1103, College More, Salt
Lake, Sec-5, Kolkata-700091

a2

ECURITY
GLUTle\IIS‘

Corporate Office
Bangalore, India

Nomads Horizon, Building No.

2287, 14th A Main Road, HAL
2nd Stage, Indiranagar,
Bangalore - 560008, Land
Mark: Beside New Horizon
School

Corporate Office
Hyderabad, India

Awfis Oyster Complex, 3rd
Floor, Oyster Complex,
Greenlands Road Somajiguda,
Begumpet, Hyderabad,
Telangana 500016

www.indiancybersecuritysolutions.com

@ info@indiancybersecuritysolutions.com




